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CVE & Vulnerability Research

TP-Link ER605 VPN Router - DoS Vulnerability

CVE 52 49 %

Reolink Smart Doorbell - 18 CVEs
CVE-2025-55619 ~ CVE-2025-55637, CVE-2025-56799 ~ CVE-2025-56802

CTF & Awards

e Upside Academy 47] Ai-7-G3] 944 (Web3 Audit Agent Benchmark)
¢ HACKING CAMP 32nd Best Hacker - CTF Killer

e AP SEOUL:ution JAE {4

e HSPACE Club League CTF 2nd (Team SecurityFACT)

e Slo|ESH AF 37| CTF HajAr

e A|Z Hacktheon - UHcon A4 A&

e Dreamhack CTF Season 7 Round #16 Div2 1st

« 38 A% CTF 19] (A2 - A5 - Agold)

e INCOGNITO CTF 2nd (Team SecurityFACT)

o A=sty W CTF 2nd

CTF &4 &4

o A% CTF (&g - gHFol]) — reversing, mobile
o A=Ztfstw WY CTF — crypto, web, mobile
o A=rtfet W CTF — crypto, reversing
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mailto:naatomkr@gmail.com
https://github.com/hwisungkk
https://hwisungkk.github.io
https://abounding-king-077.notion.site/26912dc9dc0045dd9f0184b59a275a2a

Projects

229 E YojElB Qlxet Bet A (ION) - 9% 2026.05 — A7
e Docker/Kubernetes g0 2+ oy At
e Kubernetes Bt A} 255} & 7fdt

Bench—Clearlng Web3 AI Audit Agent Benchmarking (Upside Academy 47]) - &%+ 2026.02 — 2026.06
7] EVMbench @] $HA|(training data contamination, scaffold confounding, FP 0]Z&7%) B4 9l 74 HSF A4 A

o LLM 53, scaffold &7}, skills injection, FP AEH A H|AE, reasoning effort, severity A7 013 thxd HI7F T Y3
EE

e Aave, Balancer 5 AA| web3 T2 E-Z 7|Hl 5 HY Wl x|ut gjo] Al A

e TP/FP/FN B2 9l geverity AFo]8] 7|6 AW HIF A HE =¢)

TP-Link ER605 VPN F47] FoFd B4 (INCOGNITO) 2025.12 — 2026.03

« UART @ 48 9 29l £410.2 HE 27 3=, Flash I 97 5 #go] 9z

o Binwalk S}IA A9 #%, vloe] HH B4 2 Lua ATYE 27 24

e DoS F ok (HA| AFeAF 210FS) — FHoFd A|KH @2, CVE 52 A =

St 2olE ¢f Frida 7 / BHIY FopPg B4 2025.08 — 2026.01
e Fridas 283t SSL Pinning 93] 9@ el 7 B4

o StoFtl], ] Kot Folg] thAl Android APK E4] W E wlE2] Zo)

Reolink IoT AUlE LTojdll HoFy BA (Slo]Es] AF 37]) 2025.03 — 2025.08
e Android APK g|H{A o2 F ok B4

e UARTE 53t HHlo] & 9 Hiolfg] £4

o CGLAERQIE AME QA M, 9l= 23] IDOR 5 t}4 Fobd 7 — 187 CVE 232

Talks & Seminars

e Upside Academy 47] A3Z-G3] &FE - Web3 Audit Agent Benchmark 2026.06
o AT 327] WE - Anke EolH2 A vho] 3 2joH 14 2026.02
o WU Alu|u} - RHF Frida 7] w]E]A o] A 2026
o QUG AEI - mutel 9 FjoFd 24 2025
o WU AlH|L} - ofAFE B4 2024
Skills

Offensive Security Web Hacking, Mobile (Android APK), Web3, IoT Firmware Analysis, Red Team
Reversing IDA, Ghidra, JADX

Languages Python, C, Java, Kotlin, Solidity
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